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1
Decision/action requested

This contribution provides discussion on RRC Inactive security.
2
References

 [1]
TS 33.501: “Security architecture and procedures for 5G system”
3
Rationale

In the past meeting, the security procedures related to the RRC Inactive state were discussed some principles on security handling in RRC inactive state were agreed, which include key separation between serving gNB and anchor gNB and two-hop security in key derivation. However, there are some missing details in TS 33.501 [1] that may depend on RAN2/3 progress.
RAN2 sent an LS regarding the RRC Inactive security (R2-18) with the following agreements.

RAN2 would like to thank SA3 for their reply LS on inactive security (S3-181997) and inform the following agreements:

Agreements

a.
Confirm the Resume working assumption with SA3 option a. 

b.
RAN2 preference for RAN3 to support RNAU without context relocation, under the assumption that there is no major RAN2 impact.

c
Current re-establishment solution (i.e. current WA) will be included in the RRC spec

d.
Send LS to SA3 to ask whether Horizontal key derivation is feasible to be used for encryption of Reestablishment message. If SA3 respond that it is feasible then this will be introduced in the spec.

“Agreement d” refers to an alternative re-establishment procedure (i.e. different to the LTE reestablishment, and different than the one in agreement c.) where the UE uses the current key, associated with the last serving gNB, for the short MAC-I calculation to be included in msg3 (i.e. re-establishment request).  The re-establishment message (i.e. msg4) is ciphered and integrity protected by a new key horizontally derived from the current key.

RAN2 would like to ask SA3 if the alternative re-establishment procedure described above fulfils all security requirements.
The RAN2 LS indicates that their working assumption is SA3 option a) below.

a) using old KgNB (KRRCint) for security token in MSG3 between UE and source cell, and new KgNB* for everything else including UL/DL data and MSG4 between UE and target cell. 

b) using new KgNB* (KRRCint) based on the value of the NCC and source cell physical properties for security token in MSG3 between UE and source cell, and a newer key based on target cell physical properties (KgNB**) for everything else including UL/DL data and MSG4 between UE and target cell. In this variant, source gNB verifies security token using new key KgNB* and sends a newer key KgNB** derived horizontally from KgNB* to the target gNB.

However, from security point of view, option b) is preferred as the UE and the last serving gNB can forget the keys used during the connected state immediately after UE transition to RRC Inactive. Furthermore, a new agreement b (which is support of RNAU without context relocation) can be achieved based on SA3 option b) as described below. 

Note that the following steps mainly focus on the key derivation and its use.

1. The serving gNB sends a <RRC connection inactive> message which contains a new I-RNTI and an NCC value that tells UE how to derive a key for protecting the next message (i.e., message 3) in RRC Inactive state. If the serving gNB has an unused {NH, NCC} pair, the unused NCC should be included to indicate vertical key derivation; otherwise, the same NCC value associated with the current KgNB should be included to indicate a horizontal key derivation. The < RRC connection inactive> message is both ciphered and integrity protected using the current AS security context. After sending the < RRC connection inactive> to the UE, the gNB derives a new KgNB that will be the AS root key for all future interactions. The new KgNB is derived using the PCI and ARFCN-DL of the last serving cell, based on either horizontal or vertical key derivation depending on the availability of an unused {NH, NCC} pair. At this point, the new KgNB becomes the current KgNB.
2.  When receiving the <RRC connection inactive> message from the gNB, the UE verifies the message and if the verification is successful, derives a new KgNB like the gNB based on NCC included in the message and set the current KgNB to the new KgNB. At this point, the last serving gNB and the UE have the same current KgNB that has never been used.
3. When the UE decides to send a message (i.e., message 3 for RRC Resume Request or RNAU) to the network, the UE derives a KRRCint from the current KgNB and calculates a shortMAC-I. Then the UE sends the message to the serving gNB. The serving gNB forwards this message to the last serving gNB (called anchor gNB). 

4. The anchor gNB verifies the message using KRRCint derived from the current KgNB. If the verification is successful, the anchor gNB derives a new KgNB* from the current KgNB using the PCI and ARFCN-DL of the serving gNB. Namely, the anchor gNB performs a horizontal key derivation. 

a. Case 1: context transfer

The anchor gNB provides the KgNB* to the serving gNB and the serving gNB derives KRRCenc and KRRCint from the received KgNB*. The serving gNB becomes the anchor gNB and sets the current KgNB to the received KgNB*. If the serving gNB decided to send the UE to RRC Inactive directly, the serving gNB performs a PATH SWITCH procedure and obtains a fresh {NH, NCC} pair from the AMF. Then, the serving gNB sends a <RRC connection inactive> message that contains a new I-RNTI and the NCC value received from the AMF. The <RRC connection inactive> message is ciphered and integrity protected using the KRRCenc and KRRCint derived from the current KgNB respectively.  After sending the <RRC connection inactive> message, the new anchor gNB (i.e., current serving gNB) derives a new KgNB based on the NH received from the AMF (i.e., performs vertical key derivation) and the PCI and AFRCN-DL of the last serving cell (i.e. its own). The new KgNB is set to the current KgNB. This procedure is same as the procedure 1 except the fact that vertical key derivation is always performed after sending the <RRC connection inactive> message to the UE.
b. Case 2: no context transfer

The anchor gNB takes the role of the serving gNB except that it does not perform the PATH SWITCH procedure. In this case, the anchor gNB may not include I-RNTI in the <RRC connection inactive> unless it decides to allocate a new I-RNTI for the UE. The anchor gNB, if it has an unused {NH, NCC} pair, includes the NCC to indicate a vertical key derivation; otherwise the anchor gNB includes the same NCC to indicate a horizontal key derivation in the <RRC connection inactive>. Note that the PCI and ARFCN-DL used for the new KgNB derivation are those of the cell of the current serving gNB (that does not have any UE context) in this case. The subsequent key derivation is same as the step 1. The <RRC connection inactive> is sent to the serving gNB over Xn and sent to the UE by the serving gNB.

Note that in both Case 1 and Case 2, key derivation is same at the UE and the NG-RAN. The only difference from security point of view is that when the context transfer happens, the serving gNB always gets a new {NH, NCC} pair from the AMF and includes the new NCC value in the <RRC connection inactive>. Other than that, the signalling between the UE and NG-RAN is same. 
The steps 1-4 described above satisfies the agreements 2 and 4 made in RAN2. It is noted that every single message (message 3 or message 4) is protected using a new key – which doesn’t seem to be an issue since such key derivation does happen infrequently, thereby the resulting overhead being negligible. One downside of the above procedure is that if a message is lost, the security context between the UE and the NG-RAN is desynchronized and NAS level recovery procedure needs to be performed (i.e., RRC state should be changed to idle). However, this is the cost of minimizing RAN2/3 impact as mentioned in the agreement b.
4
Detailed proposal

It is proposed that SA3 endorse the above proposal and accept the proposal to update the 33.501 based on the companion CR (S3-182485).
